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Abstract of JP8297638 

PURPOSE: To provide the user authentication 
system which can select any 
ciphering/deciphering means or a key 
managing means at different security levels 
suitable for the request of a user or terminal 
equipment. 

CONSTITUTION: This system is provided with 
plural ciphering/deciphering means from 1 4-1 
to 14-m corresponding to different security 
levels, plural key managing means from 15-1 
to 1 5-n corresponding to different security 
levels, security level storage means 16 for 
storing the security level for each user or 
terminal equipment designated in advance, 
ciphering/deciphering means selecting means 
1 7 for selecting the ciphering/deciphering 
means from 14-1 to 14-m corresponding to the 
security levels at the time of 
ciphering/deciphering processing, and key 
managing means selecting means 18 for 
selecting the key managing means from 1 5-1 
to 1 5-n corresponding to the security levels at 
the time of key acquisition. Thus, 
ciphering/deciphering processing or key 
management suitable for the request of the 
user or terminal equipment is performed. 
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g^f ht7-^ t ^ri' Mr- sm 

sots*? w->? t&m*.it4'7'(T>b-9— 
BSWoiBWftRW] 

[000 1] 
[0 0 0 2] 

»7-^ ^rAtcfcttSBSE^i: LTI2:> M I TOAt 
henaT" a i?x. $ He «fc o $ tlfcKerberos#j£ < *D 
fctl/CVS (Jennifer G.Steiner, Clifford Neuman, J 
effrey I.Schiller, "Kerberos: An Authentication Se 
rvice for Open Network systems" USENIX Winter Conf 
erence, February 9-12, 1988, Dallas, Texas, Xltjo 
hn T. Kohl, "The Evolution of Kerberos Authenticati 
on Service" Spring, 1991, EurOpen Conference, Trom 
so, Norway#flft) „ 
[0003] Kerberos T*KJ\ $$^7/Vd ]} t LTD 

e s *&jb Lfc, zm=mK.&3<mm%9m 

mm*mtLX\<^Z>. 41\ KerberosKSSttSifHJfflifB 



[0 0 0 4] 0114*7')' TV H>— /<ffl»«!*y h!7 

ttvlcfto Ti>— e * «rg5fc-f 5 * 7 -< 7 y h =» ^ f ^ 
(filT. «*8SB ) » 2 

(«T, ¥fclBlfr!J— /<fcfW". ) , 4tt«g*§£ 

[0005] KerberosU:*ltft*lflB#WiE3Sr^'ett, M 
1 tt*W#*»fc|«fc**tfc'<* !7-Ki9DES 
©«-e*>5f«J!l#©iW*Ku >y 

-fe— i^SrD E s TA-=* V XMcftiXmwt/'&^i-Z 

«Ks 5 ^&t, /5»t-i?S:DES7^!) 

¥«i:*:WU BUf— ✓< 3I4D E S rosrc-&5fijffl# 
©S4B«Ku Stfif— /<2<£>g}?gHKs o^#«r««p-f 
«*a6«lftVf— ^2t?«$n5DES 

5. 

[0006] ^T, Kerberost!l*5lt5flJffl#B!iE*S;* 
roK, E (Kx , X) I4X 
5r«iKx •CBS-t-fkLfcffi, D (Kx , X) «:X£&Kx 
•Ca^-Ufctt, *fc» X || YttXiYiSrig^LfcfilS: 

[0 0 0 7] (^fy/l) fiJffl#roffi*{cS-^vT 

tc, ■!>—/•< 2 K:#LTSfUffl#*«]EaoKlffl#T?*) art 

[0008] UfyT'2) BUf— ^3lt SB^K 

«Kus$r£j£U wixSr»?iJffl#©SHg«Ku t?DES 

VfilKusSr^-^2(08}ffi«|Ks tfcDES7;^!JX 
AfcfleoTlUMkU i*ISiii:*yH7-^4M 

SL-Cm^roSf^^tlfcirs/i/a^SlE (Ku , K 
us) , E (Ks , Kus) 
[0 0 0 9] (^7^3) *B*3gB 1 ttBE-9— ^ 

c0S5?BSiKu -^Bf^fc^ftfc-tryVa^glE (Ku , K 
us) *dffl#j8»&Aa*iifc/<;*!7-K£0£*Ut 
R?lJffl#WS^«Ku -eDEST/U^yXAIci^oTS 
■^■U tot y>a y«Kus^5. 

[0 0 10] 4g*^B 1I43WEO** 

Tl SrEtflU iixSr-fey->3 y«iKust?DE S7/^ 
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'l(Fia-fey>3 (Ks , Kus) tirfc^y H7— 

[00 11] (X-rs/^5) If— ^ttgtt&ofcgfl 
fE-feyfa V©E (Ks , Kus) g#C>§HS©Ks 
•CDEST;^!) XAC^otgf Ltty>3 VSIK 
us£#5. r(0-fes/^3^©Kus-C«*S@l^e>^e> 
*Vfc* Bt-^-fb^n-fc^JE (Kus, Tl ) •SrDEST/W 
^DXAlcftotfitL, l*«Tl 

10 0 12] *LT, 3U9E©«*«T2-*r*#U NfSHT 
1 tl$20jT2 i£Jt$fcU Tl + 5#<T2 "C&ixtf. 

[0 0 13] 

l*W**W»LJ:5i: + *l«il :©J: 5 lOterberosT* 
tt, $MJ#Bffift>il&£*tvvcttlcDES7/i'=f!JXA 

[0 0 14] «*tf, ttrtO»*«f— lf^O»*lJH4 

X-C<D#JJB#^iIKffll^£»&-5i-TA'=* y XAHt F E A L 
-8 0>CBC-=e-KS\ AVv-^xAT-rofiJffl^mc 

ffll/^ffS^-T/W^y XA|iFEAL-3 2XCCBC* 

— Kfc£v*5 *5fc, y t 1 ^ i^/M;: 

SLtHltT/l'^!) XA$\ |5]— ©S^f 1 Art-C|@* o 

[0 0 15] SfcwaHc, f<Jffi#roT^x^r^r-r5r 
^■rtMMISrtai" 5#at> , Kerberos-CI4fl)ffl#*S|B 

fcT > ^ y #— P>©^ 17- FT 9 y 9 K*f LTttft* 
[0016] l^u^sp,, mft-etti CA-K§roi 

*V^«*ttKerberosfcWaW:/<^ !7- Ka>&attft|C± 



[0 0 17] *%m<onmt, *ijffl#-^jg*gffiwis# 
[ooi8] ^asnottoina. #affi#^«*ssBo 

[0 0 19] 

Mw*rtffci-*fc»©¥ai **9i-?ttiitBBtt*& 

v h -y— /<gi#8c* v h !7 - * s/* x A (c*3 (t -5 MIHfiJ 

[0 0 2 0] £fc x fS#Jg2?tt, *UB#<0iB*fctto 
•tr * y r -f u^KMrt^H: t . «»ffs*K*«o«t 

[00 2 1] 

[f^ffl] IK iixtf. fUffl#©BlEKff 

[0 0 2 2] *fc. W*JS2lCJ:tL«, flJffl#OSIEK 
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4 i~<Mc*ifo Ltzmmn^ik$:mm.-rz> 

[0 0 2 3] 

[SffiW] S*T> 0a£ffl^T#f8W©SS»t»Jfcl&W-r 
r.r."CI4IS0/IEC 9798-2 "Information technolo 
gy - Security techniques - Entity authentication m 
echanisms ; Part 2 ; Entity authentication using sy 
■metric techniques" © "6.2 Five pass authenticati 

on° {C7nzinz>mmetv%^T/i>=t}) xMcm-3<®m-e 

[0 0 2 4] *nMW\a$\j5?y4TyhV—s<Mft 

[ o o 2 5 ] m 2 \**nmmz#rtz>fi$immmz*i-i> 
©-e, m>p. ii \mm^m. 1 2 \*#m%ffi®m'&^ 

S. 13 teSH^a, 14-1, 14-2, 14- 

mtmWk/'&tt&i, 15-1, 15-2, 15 

- n {iSfa^S, 16B«a!)T-f U"</H&iW¥ 

a, 1 7\-m%\t/'&^mm&*wt.. lsii&w^ 

[0 0 2 6] ilft^ai ltt*y M7-^4(CB^$ 

[002 7] m^it/m^m 14-1-14 -m\tm 

JvCTlJIff'fSfcO'C. FEAL, DESS?©£«©& 
447^!)XA^ ( EBCt-K, CBCt-K, C 
FB*-K, OFBt- K^OSS^-ryWrfyXAO^-a 
K*fB*.-CV*3. Sita^a 15-1 
~ 1 5 - n 5-fedr=. U =r 4 U^MUJfc CfcSMg® 

©faSrH^T-f 5 tffl-e, ICA-K^PCMCIA* 
— K, ROM^f© €•«©&£ 5 />- K^*T5r<ixT^ 

[0 0 2 8] Ma^^l/^Klfftl Btt^FWB 

ifrrs. «f^k/(B**aaiR#a 1 7 m^it/m^ 

Lfct.»5r^H#g:l 3ii»f>©3f*{J:S<J^TS^1- 

5. s^fa^aii^a 1 8 nawa^a 1 5 - 1 ~ 1 

5-n©?*>. t^Df-f i^HSiWl 6lcteift>) 

©1 3a»fe©R*fc«-3^TaWW5. 
[0029] 03 Yt*mtem\C33tt 5ffi*KE 1 . f— 



[0030] *r. jsb&b 1 #j##fimi&#¥g! 

I 2 S:fflv>TfW#©g£BiJ^ I Du£:&#-f3„ JJclc. 
tStE^ai 3lc*©?tUfi#*8e- 1 Du fefltu RK* 
SI 3li*0¥M3HHM-?-l Du fc£j*Lfca*Ru i> 
ib* yt-i?Ml Srf&fcU ilffi^a 1 1 Sr^LTf— 
/*2lCj£5„ 

[003 1] 1f-^ 2 tt, f— ^©EsSU^ IDs i 
LfcSL&Rslip< y-fe— v>M 1 >£© I Du , Ru frb* 
5/t-^M2SMU 8SEU— /<3lCji5o 

[0032] &m*s< 3 fljffl# SMUT- IDu, t 

-^ws'J^-ids i^^roa&^n-cv^fwetiKu 

, Ks *r*»U 3 1 if— ^2-C*W 
•tS-feyi/a V&Ksu£r£$-t5„ 33cJC % r.©-fcy->3 
V®Ksu£«*gBl*>ibi£k:ftT#fca&Ru , f— 
'<2jJ»feii&&ftT*fca*Rsl***3«tU 
ffl#©SHfc®Ku , 1f-v<2©8HHRKs -C^ttbS:^ 
*flMWt;U IP*>E (Ku , Ru || K 

su) „ E (Ks , Rsl||Ksu) £ffr£U If— /*2 — j£ 

[0 0 3 3] If— /<2ti:, * yt-i?M3 0- $B-C*>5 
E (Ks , Rsl||Ksu) fc, if-/<2 ©SHE^Ks T'ffl 
*U SURRsl, *y>BV«Kus«r*#'f*. --"C 
«l#Lfca&i * y*-^M2-eaiofca»4: 

U -grf fttf^'y-fe-vM 3 SrjEH^BSEif — 3 ri» 

[0 0 3 4] -9— y<2tt, «fc*a*Rs2Sr^t 

u »5iafiai*»fep«yfe-5?Mi-eaie>ix-c*fca» 

Ru iig»U -fryi/a vHKus-«f*fl:U * yfe- 
(Ku , Ru || Ksu) , E (Ksu, Ru || Rs2) &ftf& 
[0035] *B5fc§£tt 1 1*, p< y-fe— i?M 4 Sriift^© 

I I -eg it ft*» , mm^®> 1 3 t«-r. ^se^s 1 3 « 

^ y -fe— i?M 4 ©KIEIf— ^ 3 ?>2I f>tlt t tzUft E 

(Ku , Ru 11 ksu) wH-$fcit>ic, *r» si^a 

¥«WR*JS: 1 8 JcfiJffl#©«5B«Ku ©IR»Srg*-r 
[0036] ttffS^aBftfS 1 8 tt-fe^^ !J r ^ U' 
5. tdraDr^ i^/M&tt^g: 1 6 fi, g L 

ex.5o «ffa*aaR*a 1 8 14**3. yf^ t~<^ 
T, fWfa^ai 5-i~i 5-n©tf"*»e>a§j*»w 

®Ku «r»#L, S8H^ai 3KJti-. 
[003 7] RJC, aiE^a 1 3 tiWHk/Q&¥8tm 

©S^SlKu tCj;5E (Ku , Ru || Ksu) ©«^Srg 



-4- 



#1-5. ^it/m^&mvi^m 1 7 (4**=. y -r w 

" i^HfeH^a l 6 Kir* 3. y xw u^wSrRav^tJ-fr 

T^s-fe*^ y^w ly^uivm-it/^^&m^wc 
1 7 ice*. 5. 

[0 0 3 81 Rf#{b/«^#@:a##g: 1 7 14, 
y l^-</WfeiW¥© 1 6 frhtob $*tfc-fe=*-^ !)f^ 
^/H:toT. ^it/'&^Wt 1 4 - 1 ~ 1 4 - m 

/«^-#SSrfflVN-CE (Ku, Ru || Ksu) ©«-S§-£?T 

3 (cja-r„ 

[00 39] fgJiE¥© 1 3 1*. V$?rit/'&ttW(.m$l* 
b*M&\*s -Sc-tixti^ yt-i?M4 £jEUi8EE-y- 

[0040] ftK, ^e.tufc-feyv'g ^©Kus-e* yir 

-i^M4WSIiEf— ^3^P>^e>tlT#fca5>E (Ks 

u, ru 11 Rs2) <D^m^i\:/m^mm^Sii 

7Kg#-fS 0 «f-»flS/a**«jiiR^« 1 7l4ir** 

!)f-c u^/Mfc* 1 )^© 1 6^**3. y^w u^u&Bgv 
3-fc>-£3. -fe*^ !)t-( w<A4Mrt#B 1 6 »4, S#AS 

Kfti 7 ice*.*. 

[oo4i] «p*ft/«*^aaMR#« 1 7 -tr 
yf^ uk/mma^bi 6a>6ft££ftjt-t:*»y7V 

^tlfot, PS#{b/ffi#^S 14-l~14-m 

/m^m&m^xE (k su , r u hr S 2) ©m^fctr 

v\ SLffcRu . SL&Rs2£#*tU KJE^ft 1 3fc» 

1% 

[0042] isn^© i 3 mrfo/w**9avs& 
fca»£*«£-u -srr*x«^^-ir-i?M4^]ELv^ 

[0 0 4 3] fclc, f8E^©i3ii, ftfejifc-ty^a 

v«Kus-c*- ^2*»e>»e>ttrtfca*Rs2ta»R 
u HF-JHfc/a^aaR^a 1 7ic^#i- 

5. m%-ik/m^&mw.^s> 1 7 y u~< 

/wt&iW#©l 6 y f-f w-^fcl^-S-frS. * 

■te*» y r w i"*/HSr«f *fls/«*¥BBiR*a 1 7 Ic 
[0044] SS^-ik/'&^&MVl^m 1 7 14, 



U^/H:tot, V&%r{k/&ttWC 14-l~14-m 

©*a»e>at»4*3-{fc/tt**a*a*u *<Dm%-it 

/tt**«*fflV^Ta*Rs2i:Sa*Ru ©**ffc*rtT 
V\ SSE^ai 3C8t. 

[0 0 4 5] igfl^ai 3J4#P>tt;fcE (Ksu, Rs2|| 
Ru ) S:^ y-fc— i?M5 t LT. ilft^a 1 1 Sr^LT 
■y— ^2fci£5. 

[0 0 4 6] -y— ^2f4> mbtlXZtc* -y±-i?M5 
Z-ty'sa >"«lKus-C«^-L, SL&Ru , Rs2Sr»»1" 
•5. J&#LfcSL»Rs2<t* y-fc-i 5>M4TfaofcS*i 
£fia£U Hft^tf*y*-5*M5fc]EL^«*SMI 
1 *»bOlt:#T?«>5 fc*«H-5. 

[0 0 4 7] 

ifgw©^*] &±nnu^j:9K:. n*ixi©jB9irc 

IS CfcWB#©B«t:*T 5 «K 88*8 

B©tt«^B»Br*©*Mfl#^*iMHI©i^fc* 

[0 0 4 8] M**2 0*WJ!:J:ixtf. *tfffl#© 
BJEfcf*oTttW^©«*«*:*»-*-ai!l, «ft<o« 

i^-MMA^BtelMA $ ftfcfiJffl#*SiS*8fi«©-lr * 

fc?«fl*©WSE&fr 5 =»*k tt££B© 

*«E«H©ftftl!:it:Dfcfta©-fe*a y^-f SrSSH-* 

A©ftSSr*1-»fiS;ia 

IB 2] **W3^**BfflLfca5KKB©-«B««r* 
IB 3] ffi££B. t9 

l-«*iSB> 2—y— ^ x 3-B*E1h-/<, 4-*y 
H7-^, 11-lfltm 1 2 -iBlffl*fll«*#* 
a, 13-BaE#S» 1 4-l~l 4-m -flFf-fls/tt 
1 5- 1~1 5-n •••«ii c a^a. 

a!)7^ u^vn«ft^«. 1 7 - it#<fc/a^-*aa« 

1 8 -IMflB*«a#4#». 
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